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Aug 29, 2023

Statement on Fraudulent email

Citibank would like to alert its clients and the public of a case of phishing email with a link to an
unauthorized Citibank website which requests client to provide their banking information.

Below is the content of the phishing email:
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Citi Mobile® Token
It appears that the Citi Mobile® Token has not been activated on your account
To ensure uninterrupted access to our comprehensive web and mobile services,
we kindly urge you 1o activate the Citi Mobile® Token at your earliest convenience.

Activate Citi Mobile® Token
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Thank you for your continued trust in Citi.

Best regards,
Your Citi Team
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Download the Citi Mobile® App

Add your Card Connect with us Online
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Below are the email format of the phishing email:

ESINFO@ONECO.NE.IP

info@tsx-com.co.jp

Crawford.Brown@meter-u.com

usanll@mail.c-5.ne.jp

amadou.diawara@edhec.com

Below are the unauthorized websites:

https://eichhorn-sems.com,/device/cn
https://eichhorn-sems.com/device/en

http://driashmd.com/cn.htmil
http://drlashmd.com/en.html

https://asiourari-online.md/en.htmil
https://asiourari-online.md/cn.html

http://www.monre.gov.la/clifcn/

https://pfm.kebbistate.cov.ng/token/en/username.php

Citibank is not the sender of these emails and we are not in any way associated with the email. We
would like to remind the public to be alert of any email that contains an embedded hyperlink or a request
to enter personal information. Clients should under no circumstances disclose their personal data or
bank account details to unsolicited senders. If clients are concerned that they may have disclosed their
information to this unauthorized email, please contact our CitiPhone Banking at (852) 2860 0333 and

report to the Hong Kong Police. For more information about email or information security, please visit
Citibank homepage at www _citibank.com.hk .



